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Overview of Cisco ASA Management Plane
Security Controls

Management Plane Countermeasure

Managment session Secure management access
spoofing + Qut-of-band management path
- Use of cryptographically protected management protocols (SSH,
HTTPS, SNMPv3)

« Use of cryptographic protection for management session
« Filtering of management access

Abuse of available Management access AAA
management + Management access authentication
features - Management access authorization/RBAC
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Overview of Cisco ASA Management Plane
Security Controls (Cont.)

Remote Management Access Options

Cisco Security Manager I == Cisco
R — = = ASDM

Centralized @ = == E =
Vr_" e __ L ’:-

. Z '
Administrator e HTTPS Administrator

Telnet HTTPS

] .11
5 T
J SSH SNMP J ]
Administrator ‘ NMS
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Overview of Cisco ASA Secure Management

Access
+  The ASA allows management E
access only to the closest e o
nterface
* The ASA supports the following Designated —
mechanisms to secure 00B
management access management
interface
«  OOB management interface q
- Secure management protocols @ = escccacaa-
(HTTPS, SSL, SNMPV3)  —————=
MO/0 GEO0/1

+  The ASA does not allow

Control

management access unless plane ACL

specifically allowed using
management rules

+  The ASA also supports additional
filtering of management access
using control plane ACLs
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Configure Cisco ASA Secure ManagementAccess

To configure Cisco ASA secure management access, complete
these tasks:

1. Configure OOB management interface

2. Enable HTTPS access

Enable SSH access

Create a user in the local user database

Enable local authentication for SSH and HTTPS

Enable SNMPv3 and configure credentials

R
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Configure Cisco ASA Secure ManagementAccess
(Cont.)

Configuration Scenario

SNMPv3 Host
Permit SSH version 2, and HTTPS 172.16.200.12

access from the 172.16.200.0/24 network.
Enable local authentication.
Permit SNMPv3 access.

N\

172.16.200.0/24

Internet outside management 1\ - _..%
‘ — 4 -
) = Enable M0/O u Administrator
interface for OOB
management.
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Configure Cisco ASA Secure ManagementAccess
(Cont.)

Task 1: Configure OOB management interface
Task 2: Enable HTTPS access

interface ManagementO/ 0

nameif management

security—-level 50

ip address 10.10.2.1 255.255.255.0

no shutdown

|
http server enable
http 172.16.200.0 Z255.255.255.0 management
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Configure Cisco ASA Secure ManagementAccess

(Cont.)
Task 3: Enable SSH access

- Configuration> Device Management > Management Access >

ASDM/HTTPS/Telnet/SSH

Gy [y cotarn] [ s | Jswe Qrron Qs Dot P
i pniliguration > Device Management > Management Access > ASDMHTTPS Telnet /SSH [ Add a management
wyMaﬁdedmmgn@mnm:ummmmwwmm. N access rule‘
- - [) ddd Deice Secess Configuration =] -_-—m ‘
Access Type: ASDIHHTTPS Telet @ 55H I
i s o Irteriace Nama: management - ==
.ﬁl:m““ * Add a management P address: 172.16.200.0
e s, | workstation or ek RS v
S s network. | . | -
Chond Wb Security _
ﬂutzrm&::;‘::ﬁmm i
- 7| Ervabls HTTR Sarver
:;ﬂhd Pt Nusmber: 3
Dl Tirvotscad: mn T
Session Teneout: rie e
Rosscyuire cherk certificate bo acoess ASDM on the folowing interfaces
é%m Irterfaces:
Eyrrons Teinet Settings
35 emote Access ven Tene Tcut: |8 mewtss Set the session idle
G setostawm S5 Settings timeout and allowed
Qs Mlowed SSHVerskelsk (2. = SSH version(s).
55H Tarsoid: s gt
ﬂ,m_ © Egypt NetRiders | www.egyptnetriders.com
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Configure Cisco ASA Secure ManagementAccess

(Cont.)

Task 4: Create a user in the local user database
- Configuration> Device Management > Users/AAA > User Accounts

F ASDMPTTRS Teket 55H
[ L Comenansd Lirs [CLT)
-l File ficemss

gW

Specify username
and password.

Acgess Restriction
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Sabact oned of the opliors badows b0 restrict ASDHM, S5H, Telr
ke Al users have rsbwork access, regardass of thees &

@ Full access(ASDM, S5H, Teinet and Cormcle)
Priviags level i usad wath command sutharization,
Friviegs Level: [E] -
CLE hesgiey prosrg For S5H, Telret and condods (no
This setting ks effective only I "sas suthentscstion ht

Mo ASDM, 55H, Telnet or Concole aocess

i

@ nost i Previous

ok || cowel |[ nHeo |

 command suthorization, go bo
ced. To enable A8 sutherthcation
Add a user.
[P Group Lock, |[ Add
n |

Select full acess and specify privilege level.

This setting s effective only F “asas suthentcstion bt -
r
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Configure Cisco ASA Secure ManagementAccess

(Cont.)

Task 5: Enable local authentication for SSH and HTTPS

- Configuration> Device Management> Users/AAA > AAA Access >

Authentication

[+ ‘ﬂ File Access
wo gy JTCMP
-5 Management Interface
e SNMP

lu+

% ) - 33 Command Line (CLT)
Le]

@ 3’3 Licensing
System Image/Configuration
- g High Availability and Scalability
#-{&] Logging
Smart Call-Home
& Cloud Web Security
=) gl Usersfana
- iﬁ Adl Server Groups
£24 LDAP Attribute Map
- &g Authentication Prompt
8 "JAAA Access
: q Cvnamic Access Policies
- g User Accounts
- [ Certificate Management
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m

Home | 3% Configuration Dh'lu'mm| Qm @R&mh]@ﬁ:k \)Fnrward‘ f) H-alp|

' Authentication | Authorization | Accounting]

Enable authentication For administrator access to the ASA.

Require authentication to allow use of privileged mode commands
[ | Enable Server Group: LOCAL ~ Use LOCAL when server group Fails

Require authentication For the Following types of connections
[Z]HTTPASDM Server Group: [LOCAL w | [ | Use LOCAL when server group Fas

[ ] Serial Server Group: |LOCAL - Use LOCAL when server group Fails

Server Group: jLCtCﬁ.L - Use LOCAL when server group Fails

Enable local authentication [AL when server group fails
for required management
dCCess.
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Configure Cisco ASA Secure ManagementAccess

(Cont.)

Task 6: Enable SNMPv3 and configure credentials

- Configuration> Device Management > Management Access >

SNMP

RN RN R
l Cisco

(@) Home | 5% Configuration EI onkorng | | o seve (R Refresh | () Back () Formard| D el
g Device Management o 2 anfiguration > Des Management > Management ACCess > SNMP [m]
- {8 Management Access . )
g | ﬂ-ﬂ- TTPS/Telnet/SSH Configure SHMP parameters and management stations.
11 L¥] Comrand Line (CLT)
| £ '[“;:““ Add SNMP User Entry = ]
53 Management [nterface ¢ | pusthanticationSEnerynth ] )
?-im rotp ise m-—-‘—s-:' Select SNMPv3 security model
ﬁiﬂ“ﬂ‘mﬂms Rules | Usermame: |admin] and specify username.
88 System Image/Configuration L
%Hﬂmm?m&dam EaesoxciType: Enarypted @ CexrText| Snecify authentication T
+ Logorg : LIDF Port
Smart Call-Home P , algorithm and password.
Cloud Wb Security el el A
I'—'Fﬂfi-."m Authentication Password: FEEEREREES
. ﬁﬁmﬁ Retypes Authentication Password: sesssssses {Onty resquired For clear bext password)
Authentication Prompt
Mg AAA Access Encryption Algorith: CES WES @ AES Add SNMPv3 user
Dynaric Access Policies
Ui Acooumits Encryption Password: LTI TTY and gmup.
+ [E) Certificate Management Retype Encrypbion Password: sEEEsEERE. {niky ket password) - \/
= py bedomng,
AES Size: 256 - i i 1
;ﬁums“"" . Specify encryption provmmy | |
g@m algorithm and password. —
gggmmmwu ok J[ concel J[ hep
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Configure Cisco ASA Secure ManagementAccess

(Cont.)

Task 6: Enable SNMPv3 and configure credentials (cont.)

- Configuration> Device Management > Management Access >

SNMP

E2014 Cizco Systems, Inc.

- = LR l LI l L
@Hom a%mrm[ﬂmmwllgﬁmanmllom@mmll?wj l cISCO
5 mm i E onfiguration > Device Management > Management ACCess > SHMP C
= Wﬁ;ﬁ’ = Configure SNIMP parameters and management stations.
g - [B] Cormmand Line {CLT)
H @ g File Access Comamunity String {default): (pational)
- 1CMP o Comtact: Aginisty ator Select interface and specify
e et 15 x| () Add SN Host AccessEnty. | SNMP NMS 1P address.
" & ﬁ:ﬁ'mfmm? sl | spHostAcce] PAddess  [172.16.200.12 [/_
® 3 me Interface UDP Post: 162 ersion PolTrap UCP Port | Add
Smart -Horme - -
ﬁﬁmm““ S Yersion: B : ' _J gelect SNMP version =
B Aaa server Groups Usermame: ey ™Y and select user in case s
;nmw ftribute Map Server Pol{ Trap Specification of SNMPv3.
Select a specified function of the SNMP Host,
ﬁm Toggle SNMP poll and g
%mm trap functionalities. -
- Certificate Manbgemere v & Trep
“ Configure acconding o the group to which they belong.
u@,mm Group Nome — — Encryption Algorithem AES Size | Add
£, rrona [ ) et h_m
g_ i | Diedete
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Configure Cisco ASA Secure ManagementAccess
(Cont.)

CLI Configuration

ssh 172.1e.200.0 255.255.255.0 inside

ssh timeout 5

ssh version 2

|

username admin password CiScofdmin privilege 15

|

aaa authentication http console LOCAL

aaa authentication ssh console LOCAL

!

snmp-server group Authentication&Encryption v3 priv
snmp—-server user admin Authentication&Encryption v3 auth SHA CiScofdminfuth

priv AES 25¢ CiScoRdminPriv
snmp-server host management 172.16.200.12 wversion 3 admin
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Overview of Cisco ASA ManagementAccess AAA

- Administrator access AAA specifies who can access the ASA, what a
user can perform on the ASA, and what user did on the ASA.

+ You can performthe AAA authentication and authorization process using
these database options:

— Local database on a device
—  External AAA server

Cisco Secure ACS
(RADIUS and
TACACS+)

Fa .

—

P ’
-

Cisco ldentity
Services Engine
(RADIUS)

Administrator
AAA Server
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Configure Cisco ASA ManagementAccess AAA

To configure Cisco ASA management access AAA, complete
these tasks:

1. Configure external AAA servers

2. Create local user accounts with required privilege levels

Configure external authentication for management access

Configure external TACACS+ command and/or exec authorization, or
change privilege level of command to implement local command
authorization.

5. Configure enable and access event and command accounting for
management access

B~ W
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Configure Cisco ASA Management Access AAA
(Cont.)

Configuration Scenario

Configure TACACS+ authentication Configure TACACS+ command and session (exec) authorizaton
for SSH and HTTPS management using local fallback to predefined roles.
access, with local fallback. Configure TACACS+ enable, access, and command accounting.
3 ' TACACS+
s e ————— >
Cisco Secure ACS
10.10.2.20

Administrator
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Configure Cisco ASA Management Access AAA
(Cont.)

Task 1: Configure external AAA servers

- Configuration> Device Management> Users/AAA > AAA Server
Groups

cisco

_Device Management O 8 > AAA Server Groups
¥ = ' ;Ewmm:mrm 3 | P Add a server group.
g &) 3] Command Line (CLI) Server Group Protocol Accounting Mode  Reactivation Mode  Dead Time  Max Failed Attempts | .M:I\//
llf 5 A Access o I
E» ICMP Assign a name to
38 tanagement ntaface [T} Add AL Server Group “"E server group. Delete
| Ea
Acoess Rubes
4 mf? Managetment ARA Server Group: | MY- TACA.CS
i - ﬂ&m Imagejcmntm = Protocol:
4 Logging : Accounting Mode: ) Smultaneous @ Snciu Choose an
@ Smart Cal-Home i authentication
Cloud Web Security Reactivation Mode: @ Deplation Tmud pmtoml
Users/AAA Servers ¥l Dead Tine: 10 minutes
i Servar Groups — add
LDAP Attribiite Map | Server N Max Faed Attempts: |3 d
dustheritication Prompt Edt
AAA Access
M Access Policies Crafete
User Accounts
[ Certificate Management - Mave Up
Device Setup Maorve Down
& I K, ] [ Cancel ] | Hep ] Test
&mmw © Egypt NetRiders | www.egyptnetriders.com
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Configure Cisco ASA Management Access AAA

(Cont.)

Task 1: Configure external AAA servers (cont.)
- Configuration> Device Management> Users/AAA > AAA Server

Groups

Device Management g §

s/ ARA > ARA Server Groups m]
3 = 5! Management Access - AR Serra GO
g ASOMIHTTPS| Telnet (SSH
- 125 Comenand Line (CLI) | Server Group Protocal Bccounting Mode  Reactivation Mode  Dead Time  Max Falled Attempts #dd
L . |
- & gk File Access LOCAL LOCAL [IJ
B ae My-TacAcs  [TacACS+  [Sngle  [Depletion o I3 |
% Managament Interface
aa MME
- Managament Access Rudes
i B8 Ucensing
[ &0 System Image/Configuration L .
@ gt High Availabiity and Scalabiity | [T Add AA Server (=)
® Logging Eind:
Srivart Cal-Hog : Server Group: MY-TACACS -
a o o . Specify the
Servers in the Selected Group e [ ) server location.
Server Name or IP Address: 10.10.2.20
| Server Name or IP Address | Aad
[ Tiersesit: 10 seconds }\- /\
i
TACACS+ Parameters , .
- e With multiple
| Specify the server socstKey: [evend servers, specify Add servers to the
session key. ' a timeouty. selected server group.
501 Messages
Message Table ¥
Lok [ coel ][ Hep
L
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Configure Cisco ASA Management Access AAA
(Cont.)

Task 2: Create local user accounts with required privilege
levels
Configuration> Device Management > Users/AAA > AAA Server

L]

Groups

%

]
L

-1 [P Managemant Access

30 ASDMMTTPS Tkt {55H
- LE] Command Line (CLT)
1 Pl Access

. [
%Wmﬂm
T8 s

= Mansgement Aocess Rules
i1 88 Licersing
+ ﬁﬁw{mlmmm'm
v gnﬂmwdabdwrdsmub&y

3 tome [ contipaaton| [ ] rworn | swve Qb et O sk () reevs| P v

egreegee
l CISCO

E

I | command suthorzation, goto

> User Accounts
Croake ankbries in the ASA ko sl uior dat sl
[5) Add User Account
'
B-VPH Polley Liparmuae: iy
__--f-';m; ..........
Corfirm Passwond: [ ++eeessses

Specify username
and password.

fusgess Rastriction

E2014 Cizco Systems, Inc.

Salact one of the options bedowy b0 restrict &AS0M, S5, Telr
Mote: Al users have network access, regardess of thess &

@ Full access[ASDM, S5H, Telnet and Console)
Privilags brvel i used with command suthorization.
Privilegs Level; IE -
CLI login promgt For 55H, Telnet and conscle (no
This satting it affective only iF “ass sukhenticstion ht

Mo ASDIM, S5H, Telnet or Conmols so0ess

)

@ ot i Previous

ok || comel |[ hHeo |

Fa

\_\\

To enable Ak mthentcation
! Add a user.
Srouplock [[
[ Ex |

Select full acess and specify privilege level.

This setting ks effective only F "asas suthenticstion bt -
v
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Configure Cisco ASA Management Access AAA
(Cont.)

Task 3: Configure external authentication for management

dCCESS
Configuration> Device Management > Users/AAA > AAA Access >

L]

Authentication

H

Deﬂn:mw

_@ml—lcmlgm@mmmmm

I'F' Management Access
% ASDM{HTTPS{Telnet[S5H
i} 3] Command Line (CLI)
[+ iy File Access
E®- ICMP
‘ % Management Interface
o MP
B-j Management Access Rubes
@ Licersing
System Image/Configuration
|- ggf High Availability and Scalability
@& Logging
{F] smart Call-Home
Cloud Web Security
Lisersfang
I8 Ak Server Groups
LDAP Attribute Map
& Authentication Prompt
iy

E2014 Cizco Systems, Inc.

Dmh|

| Authentication | Authorization | Accounting

Enable authentication For administrator access to the ASA,
Require authentication to allow use of privileged mode commands
[ ] Enable

Server Group: | LOCAL Use LOCAL whsn ser

Require authentication for the Following types of connections

Optionally,
configure fallback.

[V]HTTP/ASDM Server Group: MY-TACACS v [V]Use LOCAL when server Group Tois

[] Serial Server Group: |LOCAL Use LOCAL when server group Fails
[V] 5SH Server Group: ﬂ_ """ ACACS| v [/]Use LOCAL when server group Fais
[ Telnet Group: | LOCAL Use LOCAL when server group Fails

Enable required access
methods for authentication.
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Configure Cisco ASA ManagementAccess AAA
(Cont.)

Task 4: Configure external TACACS+ command and/or exec
authorization

+  Configuration> Device Management > Users/AAA > AAA Access >
Authorization

nen sers/AAA > AAA Acces
.| Enable remote command
; | authonization with local backup.
- ' w (V] Use LOCAL when server group Fals Alternatively, customize the privilege level for
o " o ammanmyac s patazoaon s sl K roa Y. A Oebd |
Automatically sets up level-based roles (Admin, —— | Set ASOM Defined User Roles... | | Configure Command Privieges... | each command.
i =
Read Only, Monitor). os | o s S e %W.,_‘,;\ o ey ﬁ»«
@ 89 System Image/Configuration k [/ Enable & Remcte server Local seever SR = o ety e
B :"'"““""’WV When authartzation wil be performed for od "Resd Orly” and Meekce Only™? ’
4 mwmm enable) corkigured for authentication to RAJ B you cick Yes, ASOM wil setup the folowing commarnds
Web ) Enable remote exec ;::hbnouo users theough the me’mu::amm
S G Users[AAR authorization. rokes Ademin, Read Only and Morltce Only with peivilege
i mm‘*m levels 15, S and 3 respectively.
Chck No, ¥ you wish to manage peiviege levels of commands
W"W and users marualy.
Dynamic Access Polcies ‘: o = = —
User Accounts QlcCommand Mode Varlark  Privilege
+ 3 Certficate Managesment = [35 Jconfi... show 3
——— {1 A—— ”
23 exec  show 3
&% e Setup 23a-server confi... dear 3
33a-server confi... show 3
gal‘!ﬁl, sayserver  exec  Cew 3
- 33-server e show 3
&gmmm acrmsie eoohi.... shom 3
@m&"_m l Yes I [ No ]( Help ]
[ es
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Configure Cisco ASA Management Access AAA

(Cont.)

Task 5: Configure enable and access event and command

accounting

- Configuration> Device Management> Users/AAA > AAA Access >

Accounting

Device Management o

= (B Management Access
- 54 ASDM{HTTPS{Telnet{55H
[+ 39 Command Line (CLI)
1k File Access
g ICMP

% Management Interface
13 suwe

arram

@ Licensing
Syskem Image|Configuration
+- @ High Availlability and Scalabilty
Logging
Smart Call-Home
3 Cloud Web Security
LisersfAng
; ﬁ AAR Server Groups
| LDAP Attribute Map
% Authentication Prompt
i Dynamic Access Policies
User Accounts

Y e U

E2014 Cizco Systems, Inc.

@l-hme % Configuration Dm:mg| lBsm @Mml-.| OM \)Forwardl @l-lah|

| Authentication | Ai.ﬂ'ulzatuml Accounting |

Configure enable

—, event accounting.

Configure login

— event accounting.

© Egypt NetRiders | www.egyptnetriders.com

Enable accounting For admindstrator and command accounting bo the ASA,
Require accounting to allow acr.u.mtng of user a:tmtv

[#] Enable Server Group: MHA-:ACS - —
Require accounting For the Following types of connections

[]serial Server Group: |My-TACACS

[7]SSH  Server Group: MY-TACACS | ———

[T Tednet  Server Group: |MY-TACACS
Require command accounting For 454

[V]Enable Server Group: MY-TACACS v e

s vl [ =

I Configure command

accounting.




Configure Cisco ASA Secure ManagementAccess
(Cont.)

CLI Configuration

aaa-server MY-TACACS protocol tacacs+
gaa—-server MY-TACACS (inside) host 10.10.2.20

ke-&r AR S

username admin password CiScofdmin privilege 15
username monitor password CiScoAdmin privilege 3
|

aaa authentication http console MY-TACACS LOCAL

aaa authentication ssh console MY-TACACS LOCAL
|

aaa authorization command MY-TACACS LOCAL

aaa authorization exec authentication-server
|

privilege show level 3 mode configure command aaa
privilege show level 3 mode exec command aaa
privilege clear lewvel 3 mode configure command aaa-server

<output omitted>
|

aaa accounting enable console MY-TACACS
aaa accounting ssh console MY-TACACS
aaa accounting command MY-TACACS
© CoyPL NELRIOErS | WWW.egypLnetcriaers.com




Verify Cisco ASA ManagementAccess AAA

show aaa-server Displays AAA server statistics for AAA servers.
test aaa-server Verifies connectivity from the ASA to the AAA server.

© Egypt NetRiders | www.egyptnetriders.com
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Verify Cisco ASA ManagementAccess AAA
(Cont.)

L30h# show aaa-server

Server Group: MY-TACACS
server Protocol: tacacs+
Server Address: 172.1e.1.17

Server port: 45

Server status: ACTIVE, Last transaction at 08:24:27 UTC Thu ZApr 15 2010
Number of pending requests 0

Average round trip time 2ems

Number of authentication requests 10

Number of authorization requests
Number of accounting requests
Number of retransmissions

Number of accepts

Number of rejects

Number of challenges

Number of malformed responses
Number of bad authenticators
Number of timeouts

Number of unrecognized responses

Lo e T v T Y A 0 B T R

© Egypt NetRiders | www.egyptnetriders.com



Verify Cisco ASA ManagementAccess AAA
(Cont.)

ASh#f test aaa-server authentication MY-TACACS username admin password
CiS5coAdmin

Server IF Address or name: 10.10.2.Z0

INFO: Attempting Authentication test to IP address < 10.10.2.20 >

{timeout:
12 seconds)

INFO: Authentication Sucrcessftul
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Summary

«  Cisco ASA supports many remote management access methods.

- Cisco ASA does not allow management access by default and has to be
enabled using management rules.

+ Jo enable secure management access to the Cisco ASA, use the OOB
management interface or use secure management protocols.

- Cisco ASA management access AAA can be performed against local
user database or against external AAA server.

+  Cisco ASA remote command authorization and accounting can be
configured only with the TACACS+ server.
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